Midwest Bank

Business Online and
Cash Management

User Guide

eBanking Department
12-18-2025



ACH USER GUIDE FOR CASH MANAGEMENIT ...ttt eeceesee e eatesatesaesasesessnessnsssnnnas 1

PURPOSE OF THE GUIDE ..t ttutttuetnetunetueetneeunetneesneeuetnesunsaunstaessssunsensssnstnsesnssnsssnssessssssssssenssssssssensssssenseenessnsenssnnns 1
ACH PARTICIPANTS ..ttnttittiettnetueetaetunetneeueeuetaeeunsenstasessseusssastunsensssnsssnsessssssennsesssssssnsssssssssenssssssssensssssnssenssnnees 1
TYPE OF ACH ORIGINATION «.uttuttuttnetunetnerneeunetneeuneeuetaeeuneenssastunsensssssssnsesssssssussenssssssssssnsssstnssssssssensssssssssessnnees 2
HOW TO USE THE PPD DEBIT ENTRY (DIRECT DEBIT) ..eunttuttittietieetetietieenetueetneenneeneeneesnsenesenessnsssssensssasenseenssnssenssenns 2
AULNOIIZAtiON REGQUITEIMENTS ....cunieiiiiiieie ettt e et et sttt taeetaauaan sttt sansassasanstnstnstnsensensessestnsrnsensensensensnnsnns 2
HOW TO USE THE PPD CREDIT ENTRY (DIRECT DEPOSIT) . ttuttntttiitittitnettueeteetetneenetnresaesusussnssnesnssessssessnssnssnsrnsaeseasanses 3
How 70 USE THE CCD ENTRY AND THE CTX ENTRY (CORPORATE CREDIT OR DEBIT ENTRY) ..vutvniiiiiiiiieeeeneeneeeeeeneeneenennens 4
HOW TO HANDLE RETURNS FROM RECEIVERS ... evuutttttunttneetnetuetneeneetuetneeneetueenssnnssnssensssnssnssensssnssnssensssssnseenesnssenssenns 4
R FT RETURNS. 1ttt ettt ttieet ettt eeunetueeuaeeuetaeesaeenneaaesnsaunesasssssunsensssnsssnsensssssssnsensssssssssenssssssssensssnsenseensanssenssnnns 5
ACH OPERATOR RETURNS ..t etttttittnettnetuenneeuneuneeunsensesaessnsesssnstsnsensssnsssnsenssssssnssenssssssssssnssssensssnsssssensssnsssssenssnnees 6
How TO HANDLE NOTIFICATIONS OF CHANGE (NOC) FROM RECEIVERS ...cvuuiunttinttnrtunetietneennetneeeneeneenestesssenseenesnasennsenns 7
HOW TO HANDLE PRENOTIFICATIONS .. etuuttuttunetnenneenetnennetueeeaenestnesensesnsenssensennsenssensesssenssensesnsensensenssensennsennsensennne 8
HOW TO MAKE CORRECTIONS AND PROCESS REVERSALS ...uevuttunttuennetuetnenneeneeneennetneenaeneetnsensennseneennsennsensennsennsensennns 9
HOW TO REINITIATE RETURNED ENTRIES ... eutttitietietie ettt et ettt e et et et e et eenenaeenneensenneensaenenneennsensennsensennsennnens 10
CONSUMER AUTHORIZATION FOR DIRECT DEPOSIT/PAYMENTS VIAACH (ACH CREDITS) ..vutvnitneueueenreneeneeeeeeneenesneeneensensenees 11
CONSUMER AUTHORIZATION FOR DIRECT PAYMENT VIA ACH (DIRECT DEBIT) .utuuituiiiniiieiieeietieetneeneeieeeneeneenneeneennsenneenns 12
CORPORATE TRADING PARTNER AUTHORIZATION ..evuttunetuttneeunetneeuneeueenseunseneesnssussessssnssssssnssenssssssssensssssssssenessnsensennns 13
BUSINESS ACTIVITY FEED ....c.cuueuiiuiiniiiiniiniiiiiinieniteteniteienteetenseeseeseessssssssssssssssssssssssssssssssssssssssasssssasssssassans 14
BUSINESS ACTIVITY FEED. ... ttuuttuteunetunetneennetnenneeneensennsenseeaeesnsensesnsenssensesnstnssensennstnssensennsenssensesnsenssensennsenseensensens 14
VIEW ACTIVITY FEED ... etuttunttnenneenneeneenneeueenneeneseuseensenesensenasesesensennsesssensennsesnsensesnsesssensesnsesssensesnsenssensesnsenssensennsen 14
USER MANAGEMENT .....viiiiiiiiiiiiiiiiiiitiiiieiitiettitiiettetetetecestesessesesseressssesassessssessssssessssessssesassssessssessssessssesass 15
CREATING AN ORGANIZATION USER. ... etuttuttunetneetieeu et ennetueeneennetueetneneeeneeeaennsenseenessstnnsensesnsenssensesnsenseensennsensennns
USER PROFILE .1 etttttnttietiettn et etneetetueeteeeueeneeuneaunsensssnsssnesnsssnsssnssnsssnsssssassssnssssssnsssnsssnsensesnsesssensssssnseensesnssnneens
PERMISSIONS ... tttttu ettt et eteeetetueeueetuetueesnetunasaeunsansasassnsessssnsssnssnsssnssssesnsesnsssssensssnssssssnsessssnnsenssnnsensesnssseens
USEBI PEIMMISSIONS ..cevieiieii ittt ettt et ettt et s e et et s ettt e e s ean s taeanseaeetaeenns
SETHING ACH GCCESS O @ USEI ..uiiiiiiiiiiiiiee ittt ettt ettt e et s e taa e e e et e e etaa s etana e etaa s etanesetanaeeesaaeeeannsaanes
Setting Positive Pay Access For a User.............
Setting Card Management Access for a User ...
Setting Stop payments access for a user .........
Setting TranSTErsS ACCESS FOI @ USEI ...uuiiiiiiiiiiiieie ettt ettt e s e e ettt e e e s e e e terana e s e seeenesaaaeseeeeansnnnaseeerennnns
SETHING WVirES @CCESS fOF @ USEI ... iitiiiiiiie ettt et e et e et e et ta e e e et e e etan s etaaa e etaaa s etanesetanaeeenaaeeesannaanes
ACCOUNT PERMISSIONS (ONLINE) 11 etututtuetneteueueeneeneenesssassessessesuesnssnssssasssssessesnssnssessesssssessesnssessesenssessernssnssnseesnns
o 111 =Y o ) VA RN
SEOP PAYIMENTS ..ottt et e et e et e e e s e s e st st et eaaanansansanstnsansanennansansansenstnrenrensnnennen
TRANSTOIS ..ottt ettt ettt e ee e st st e e et e e e e e e st e e e e e a e e ettt ettt ea e ettt eaenaananns
WWIFES ettt ettt et et et ettt e e e st st et e e e e e e e e ettt e e a e e ettt e et en e e ettt enaannanns
Setting ACCOUNT ACCESS QN PEITINUSSIONS .....vueniiiiiiieeieeeeeee ettt et eeteeteetaetaseatnetstasaasaasaasnesnssnsrnstaseaseesnnsnnes
VIEW-ONLY PERMISSIONS ...ceuuetneeunetnennrenetneenneeuetneeneseneeneesesensesnsesssenssnsenssensssnsesssensesnsssssensssnsenssensesnsenssensesnnen
ACH ettt e e ettt et ea et et et ettt ettt et aaa et et ea et et eneaaeeaeannns
Ry ao o o= )Y 01T 2§ & RN
TFANSTOIS ettt et ettt et e e et st st et e e eaaa et an st st e e ean ettt e e et e ettt e eaaanaanns
USEI MANAZEIMENT ...ttt ee et st ettt ea e e st st st saneanaasansansansensanreneasansensensensensensanenns
WWIFES ettt ettt et st et et et e e s e s e st et e e e e aa et aa st et e e e an e ettt e e et ea e et et e eaeaaananns
INVItE AN OFGaNIZATION USEI c..cunenieiiiiieee ettt te e et st st s e e e eaeeas et s ansansansaneasanssnstnstnsensenrensnnennes
INVITING AN ORGANIZATION USER FROM THE USER'S PROFILE ... ceuutunttunetnetuneennetneenneeneeneeeneeneenneennsensesnsenssenssnnsenssnnsannsens 24
EDITING AN ORGANIZATION USER ..etuetunetueuneenneeneennreneennseuesnessnseusssasesssensssnsssssensssssssssensssnsssssensesssenssenssnnsenssensanesens 24
UNLOCKING AN ORGANIZATION USER'S ACCOUNT ..eeutunttunetnetunreuenneenereneenaeennsensesneensensesnstnssensssnsssssensssnssssenssenssssens 25
RESETTING AN ORGANIZATION USER'S PASSWORD .. euututtnttnttneueueenrenrenreersensensensensensenssssssssssnsssssnsessnssssssssnssnsensensensans 25
HOLDING ACCOUNT ACCESS FOR AN ORGANIZATION USER ..vutuuiininrenreneenereueeneensenrenrenssnsusssssnsensensesessnssnssnssnsensensensnns 26
DELETING ABUSINESS USER ...ceuuiiiiiituiitiieeiieetiettieeetueettueetueetueeesaesesaseesnsstsnssesnssesnssesnssesnssesnseesnssesnssesnssesnseenns 26



POSITIVE PAY ...ttt ettt st ettt e tteetatetaeesessaestaestassenssssssesssssssssesssesssssssssssssssssssanssssssssssnnnns 27

AACCESS POSITIVE PAY ..ttt ettt et ettt eeuetaetunetueesaeeunetnesasaunsenssnssunsensssnstussensssnsenssensssssssssenssssessesnsssesensssnssnsens 27
DASHBOARD ..euetittunetieetnetueetneeteetueeteeennetaesastuseeasesasensesasssssessesnsssssensssssssssensesnsssnsensssssesssensssssssnssenssnssenssnnssnesens 27
ENTY INGITIE ...ttt ettt ettt e e ettt e e et et e e et e ea et enea et sneaataanenatasnsaetesnsaesnsnsnssesnenssnsnsnssnsnnn 27
VAR Ko Tl - 10=Te A Yelolo 10 o 1 SO OTPPPPTPRPINt 27
) = LU PRSP PPTUPRPPIN 27
DiBEE COUNTEL ettt et et et et et et e e s ea st e e s ea st een s ane et eansanneenseansenneanennsennnen 28
ADDING CHECKS BY UPLOADING A .CSV FILE. .. eutttittiiiii ettt ettt ettt e e et e et et et e ene et enaeeaeeenennsenesennennennsensannnnn 28
CHECK UPLOAD TEMPLATES ..ttt ttuttunttnetneeneetneraeeneeenennstnnsenensstnssensesnsensnnsensstnssenessstnssensesnsenssensessenssensennsenssnnns 29
Creating a delimited temMPlate fOrMAT ...........veuui it et te et e et e te et e et et et s eansanaanaannns 29
Creating a Fixed PoSition TEMPLAte FOIMAL ..........uvuuiiiiieiiie ittt e e te et et eee et e ea et e e e eaa e e eanaannns 29
Deleting an Upload TEMPLATE .........c.euen ettt ettt et et et et e e e e e e et et eeenennennan 30
Editing @n UPload tEMPLATLE ........euiiiiiiee ettt et et e et st ae et e e e et ettt ta et eaa et et et taeaaaaeeanaanes 30
ADDING CHECKS MANUALLY «.c.tetittuietuetnetnetneeneetnetneneetnenaaesestnesnesesensesnsennsensesnsesnsensennsesssensennsenssensesnsenssensesnnes 30
Editing @ Manually ENtEred CRECK .......cu.eu it ettt ettt et s e et et et s e eaeaeasansaestnsanaansensnnsnnes 31
Deleting @ Manually ENtEred CRECK ........uun ettt et et e e e e ae e e ee e st st s e sasaaeaeansanaansansanseasansnnes 32
VOID ISSUED CHECKS. ¢t ttutetuttnttietueetneeueteetunetueetnseuneenessnsssnsensssnssussensssnssusesssssssssssenssssesssensssesessssnsssssessssnssnneens 32
WWORKING CHECK EXCEPTIONS ... tttttuttnttunetueetnetuetnetuneeneesaeeunssnessnssussensssnssnsssssssssssssensssnsssssensssssessssnsssssensssssnneens 32
VVORKING ACH EXCEPTIONS. .. ctuttttttiettnttteteetnetueetreuetneeteetunsaneesnssusenssssstunsessssssenssensssssesssensssssessssnsssesessssnssnneens 33

LAY o] (0121 SRS P PR PPPPPPPPRRRRRt

Processed ....
Next Day...
Active .......
(o] (=To SRR PUP TR TRPORS
S TUE] o 11 o Ve [=To IR PP PPPPR PPN
Denied..........
Problem
[ 1557 () VRN
F =T 0] o] 2 L= PR
(0= 11=15 Lo - | OO P PP PPPP PPN

VIEW AND SEARCH ACH BATCHES .....iuittiititeeteeieteteeteeteeteeteeuesuesaetnetstassastesnetnsenssssassessesnesnssaseeseessesnernesnssnsensens
Y £ 11U PSRN
Y Tod 1Y/ 14V PR PP PPTPRPIN
Y1 0) o =T 1 (o1 1= X PR PROP PP PPN

ACH COMPANY ettt ettt e et e e et e e et e e tta e etaae e etaaa e ettaae e atanesetasaaeetaansaataneetannneeesnnseannnssersnnaeeesnneeennn

Entry description ............

Discretionary data

R CIPIEINTS «euiiiiiiie ettt ettt et e et e et et e et etuesenasataseeassaassassssenesesssennsennsssnssessssenssesssensssnnsssnssensssenssesnsennnsnnnns
CrEatiNG ACH BaAtCRES.....cuiii ettt ee et s et e e ea et s e st st st saaeanaasanstnstnsansansanensansensensenrensansnnen
EQitiNG ACH BATCRHES ..ottt ettt et et et et e te et s et et etn s aae et aensaaesenaansanneaneaensannen



DElEtiNG ACH BATCRES ..cueneeeeiiei ettt ettt et e et st st st s e et et eas e tasaastnsansansansnssnsasstnsensansensansnns 40

UPLOAAING ACH DAECRES ...ttt ettt et e e e te et ettt et s et et et s et e te et saaneanaaansannaennenns 40
AQDING ACH RECIDIENTS . ..ceueeieeee ettt ettt et et e et s et te et e et et et saansanetnsannstnnetnsannsannsensesnsanneensennns 40
AGAING @ PrENOTE. .. ...ttt ettt et ettt et et et et e e ea e a et et et eeaeanannanansensanaeneanennannan 41
Creating TAX PAYIMENTS .......iuu ittt ettt e et ettt e et st et e et st et s et s au et aansannetnsaansanneensssnsannsennennns 41
REVIEW AND INITIATE ACH BATCHES ..c.uetututttuetietu et ettt et eneetuetaeneetneesneenesensennstnesenennstnssensesnsennsnnsennsensennsensens 41
ERROR MESSAGES ..euuttutuittuetuetuttietieeu et eenetueetaeneetneetaenestneesasanestnsesnsenssensennstsnsensesnsenssnnsesssenssensennsensennsanneens 41
USERUNABLE TO INITIATE ACH FILE «.eeniiteiiii ettt ettt et et et et e e et et et st eaneeaeseneaneneseneennsannsenennsannsens 42
BUSINESS .. ettt ettt ettt et ettt ettt et ettt et et eaaeeueaa e eae e tn e eaa e aa e ea e e ene et aaa et e e eaa et et ena et eanean et enneanaeens 42
Y107 o B R (=1 TN 42
APPIOVING WIFE TrANSTOIS ..eneeeeeeee ettt ettt ettt et et e e et et et e e eaen et aeneeneaneanannannan 42



INTRODUCTION

Thank you for taking the time to review this material. Itis our goal at Midwest Bank to assist you in
understanding your role as the ACH Originator while complying with the ACH Rules. Although the topics
covered in this guide, and many more, are covered in detail in the ACH Rules Book, it is our experience
that the topics addressed here will be those you encounter most often.

You can also use this Cash Management ACH User Guide & Quick Reference to assist in your day-to-day
operations. From time to time, this document may be updated; if you feel you have an outdated copy and
would like the most recent update let us know.

In addition to this quick reference, you may also access a complete guide to the rules governing the ACH
Network at www.nachaoperatingrulesonline.org.

If at any time you need further explanation or would like more educational materials, please feel free to
contact us at Midwest Bank and we will be happy to assist.

Jan Suchy, ACH Coordinator
Midwest Bank, Parkers Prairie Branch
218-338-6054
jan.suchy@midwestbank.bank

Midwest Bank, E-Banking Department
218-847-4771


http://www.nachaoperatingrulesonline.org/
mailto:jan.suchy@midwestbank.net

ACH USER GUIDE FOR CASH MANAGEMENT

Purpose of the Guide

The purpose of this ACH User Guide for Cash Management Customers is to provide a usable day-to-day
reference to help in the set up and daily processing of ACH files through Midwest Bank’s Cash
Management system. This may also be used as a resource when completing the required annual Self
Audit/Assessment.

ACH Participants

There are five key participants that contribute to the successful completion of an ACH transaction:

e Originator — (this is you!) The Originator is the entity that agrees to initiate ACH entries into the
payment system (through Midwest Bank’s Cash Management system) according to an
arrangement with a Receiver.

Under the Originator falls the “authorized representatives” between you and Midwest Bank. These
are the people you are allowing to initiate ACH entries on your behalf. Review your ACH
Agreement with Midwest Bank to verify that your Authorized Company Representatives and
Designated Authorized Representatives are up to date. At any time you need to make a change,
notify Midwest Bank of the change in writing.

e Receiver - (this is your employee, your corporate business partner, your insurance clients, your
health club members, etc.) A natural person or organization that has authorized the Originator to
initiate an ACH entry to the Receiver’s account with the RDFI.

e Originating Depository Financial Institution (ODFI) — (this is Midwest Bank) This is the financial
institution with which you signhed an agreement. You deliver your ACH entries to the ODFI (through
Midwest Bank’s Cash Management system) and the ODFI passes the file on to the ACH Operator
for processing.

e ACH Operator - (this is the Federal Reserve System) The ACH Operator is the central clearing
facility for the transactions. Midwest Bank’s ACH Operator is the Federal Reserve Bank and its
function is to move the transactions between the ODFI and the RDFI in a secure and rapid
manner. The Originator does not have direct contact with the Federal Reserve Bank.

The Federal Reserve Bank Holiday Schedule determines the days that your ACH files will not be
sent nor received. Refer to the following Holiday schedule when scheduling your transactions. It
is very important to note that Midwest Bank is open on some of the Federal Holidays but cannot
send or receive files through the Federal Reserve Bank because they are closed.

Federal Reserve Bank Holiday Schedule (Federal Reserve Bank is Closed)
*denotes days Midwest Bank is also closed

New Years Day* Labor Day *
Martin Luther King Day Columbus Day
Presidents Day Veterans Day*
Memorial Day* Thanksgiving Day*
Juneteenth Christmas Day*

Independence Day*

Christmas Eve Day* please watch for postings regarding early cutoff times.



o Receiving Depository Financial Institution (RDFI) — (this is your Receiver’s financial institution)
This is the financial institution that receives the transaction from the ACH Operator and posts that
transaction to the Receiver’s account. The obligation of the RDFl is to post in a timely manner and
return the entry if there is a problem with it.

Type of ACH Origination

e Debitor Credit
e Consumeror Corporate

The ACH Network supports a number of different payments applications. An Originator initiating entries
into the system will code the entries in such a manner as to indicate the type of payment, such as a debit
or credit. Also, the application is either consumer or corporate (business) in nature, i.e., the funds transfer
affects either a consumer account or a corporate account at the RDFI. As a Cash Management customer
of Midwest Bank, you may originate to consumer accounts or to corporate accounts. When originating
entries to a customer at another financial institution, consideration must be made regarding the Receiver
when selecting the SEC (standard entry class) code. If the Receiver is a business, then you will be
affecting a corporate account and must consider using a corporate code. The SEC code is the three-letter
code that identifies the kind of ACH entry being originated and the ACH rules that must be followed. At
times it may be unclear which SEC code you should use so Midwest Bank will assist you at setup in
determining if your entries are consumer or corporate. If at any time that your transaction activity
changes Midwest Bank can help you determine the appropriate codes to use. Currently Midwest Bank
allows the following SEC codes.

e PPD- Pre-arranged Payment or Deposit — Used for debit and credit entries authorized by a
consumer account holder. The entry could be a single entry or recurring entry. The entries may
contain one addenda record.

e CCD - Corporate Credit or Debit — Used to disburse or consolidate funds within or between
businesses. A CCD entry may contain one addenda record. These entries are usually high dollar,
low volume, and time critical.

e CTX- Corporate Trade Exchange — Used by companies to disperse or collect funds from another
corporate account. These entries may contain up to 9,999 special addenda records.

An Addenda Record is an ACH record type that carries supplemental data needed to completely identify
an account holder(s) or provide information concerning a payment. Additional addenda information is
not required, but space is available.

How to Use the PPD Debit Entry (Direct Debit)

Examples of PPD debit entries are monthly payments, such as car payments, insurance payments, utility
payments, etc. that are authorized by consumer account holders. They also could be one-time payments;
however it is common for consumers to authorize recurring payments.

Authorization Requirements
Single & Recurring Payments.
e Consumer authorization in writing
e  Provide consumer with copy
e Provide Midwest Bank with copy, upon request
e Authorization terms must be clear




You must obtain the consumer’s authorization in writing and you must be able to provide the consumer a
hard copy of the authorization. Midwest Bank, your ODFI, has the right to request a copy of the
authorizations at any time. A sample PPD authorization is included for your use.

A PPD authorization must be readily identifiable as an authorization, its terms must be clear and readily
understandable, and it should provide that the Receiver may revoke the authorization only by notifying the
Originator (you) in the manner specified in the authorization for recurring payments.

Recurring Payments Only.
e How authorization revoked
Retention timeframe of authorization
Destruction of authorization
Provide RDFI with copy of authorization
Written notification of change in dollar amount
Written notification of change in scheduled debiting date

The authorization for a recurring payment must state how the consumer can revoke authorization. As the
Originator, you must provide the consumer with a copy of the authorization and retain the original or a
copy of each authorization for two years from the termination or revocation of the authorization. Your
procedures for processing recurring payments should also address how you will destroy the authorization
after the two-year retention timeframe.

An RDFI may request that you provide a copy of an authorization and upon receiving this request you have
10 banking days to provide the copy.

Notice of Change in Dollar Amount. If you initiate ACH debit entries that differ from the amount debited
from a previous preauthorized debit, then you must send the consumer written notification of the new
amount 10 calendar days prior to the date on which the entry is scheduled to be debited from the
consumer’s account. The consumer may elect to receive notice only if the amount of the entry falls
outside a specified range or differs from the most recent entry by more than an agreed upon amount. As
the Originator, you must be able to provide a sample of the written notice and/or the consumer’s request
to not receive notification.

Notice of Change in Scheduled Debiting Date. If the scheduled debiting date changes you must send a
written notice to the consumer seven calendar days before the first entry affected by the change is
scheduled to be debited from the consumer’s account.

How to Use the PPD Credit Entry (Direct Deposit)

Examples of PPD credit entries are recurring credits for payroll, single entry credits for employee
reimbursement, pension plan, etc. that are authorized by consumer account holders.

Authorization Requirements
o Obtain written authorization
e How authorization revoked
e Retention timeframe of authorization
e Destruction of authorization
e Reversing an erroneous transaction




With credit entries, the ACH Rules indicate that authorizations from the consumer may be provided orally
or by other non-written means. However Midwest Bank may ask you for proof of the authorization so
Midwest Bank requires that written authorization be obtained. A sample PPD authorization is included for
your use.

A PPD authorization must be readily identifiable as an authorization and its terms must be clear and
readily understandable. The authorization for a recurring deposit must state how the consumer can
revoke the authorization. As the Originator, you must provide the consumer with a copy of the
authorization and retain the original or a copy of each authorization for two years from the termination or
revocation of the authorization. Your procedures for processing recurring deposits should also address
how you will destroy the authorization after the two-year retention timeframe. Your credit authorization
should include language to reverse a transaction that has been sent erroneously. Because the written
authorization will address such issues, Midwest Bank once again reminds you to obtain all authorizations
in writing.

How to Use the CCD Entry and the CTX Entry (Corporate Credit or Debit Entry)

The CCD and the CTX can be either credit or debit applications where funds are transferred between
unrelated corporate entities, or transmitted as intra-company cash concentration and disbursement
transactions. The CCD application can serve as a stand-alone funds transfer, or it can support a limited
amount of payment related data (addenda records) with the funds transfer. The major difference with the
CTX application is that it can support multiple addenda records.

Authorization Requirements
o Obtain written authorization
e Provide Midwest Bank with copy, upon request
e Agree to be bound by NACHA Rules

As an Originator, you are required to have a signed agreement with the Receiver. A sample agreement is
provided, however you may choose to use another form of your choice. Whatever form you use, both the
Originator and Receiver must be aware they are bound by the Rules surrounding corporate entries. When
entering into an agreement with a Receiver, the following must be taken into consideration:
e The Receiver has an agreement with you that is sometimes referred to as a Trading Partner
Agreement. Both parties should retain a copy of this agreement.
e Provide, to Midwest Bank upon request, a copy of the agreement you use.
e The agreement may state that the two parties agree to be bound by the ACH Rules. Omitting this
statement, however, does not relieve you as the Originator of you obligations as upon signing the
ACH and Cash Management Agreements with Midwest Bank you agree to be bound by the ACH
Rules.

How to Handle Returns from Receivers

e Returns from RDFI

e Returns from ACH Operator

e Types of Returns

e Responsibilities of Midwest Bank
e Consumer vs Corporate



RDFI Returns.

From time to time the RDFI may return an entry to the ODFI that cannot be posted. The reason for each
return is included with the return in the form of a “return reason code”. While you as the Originator will

not need to remember all the codes, you will need to be prepared to respond to notification from us, the
ODFl, of areturn.

When Midwest Bank, your ODFI, receives a return, the following steps will be taken.

1. Midwest Bank will call you, the Originator, to let you know that an entry has been returned and to
guide you on how to proceed.

2. Midwest Bank will let you know why the entry has been returned. Examples of reasons are the
account of the receiver has been closed, the receiver has insufficient funds, the receiver has
placed a stop payment on it, etc. The returns all come with a Return Reason Code, R0O1 for
example, but Midwest Bank will explain the return reason to you and you will not be required to
memorize the codes.

3. Midwest Bank will provide you with a copy of the return.

4. Midwest Bank will apply the debit or credit return to your account.

Together, Midwest Bank and you, the Originator, will monitor future activity to help ensure necessary
corrections are made.

When you, the Originator, receive notice from Midwest Bank that an entry has been returned, you will
proceed depending on the type of return. Also, whether your entries are sent as consumer (PPD) or
corporate (CCD or CTX) will have bearing on how the entry can be returned and whether or not the entry
can be returned. The most common types of returns are:

o NSF (insufficient funds, Return Reason Code R01): If the Receiver does not have funds to cover
the debit you originated, then the RDFI may return the item as NSF. Midwest Bank will pass this
return on to you by debiting your account for the amount of the return. This return reason code
allows the entry to be re-originated through the ACH Network. If you choose to submit it again,
then you will create another entry in the Cash Management program and submit it for processing.
You may re-submit this via ACH no more than two times following the return of the original entry.
Also, such returned entries may only be reinitiated within 180 days of the Settlement Date (Date
Schedule) of the original entry. The RDFI return deadline is 24 hours. (Consumer or Corporate)

e Stop Payment (stop payment, Return Reason Code R08): The Receiver may place a stop
payment order on an ACH transaction. If Midwest Bank receives a stop payment return, this
return will be passed on to you by debiting your account for the amount of the return. The RDFI
return deadline is 24 hours. (Consumer or Corporate)

If this is a stop payment on a single ACH entry (not a recurring entry) then this return reason code
does not allow the specific entry to be re-originated unless you have a new authorization from the
Receiver.

If this is a stop payment on just one entry of a recurring authorization, then once the specific entry
is stopped, the RDFI will allow any pre-authorized recurring transactions to continue. For
example, the Receiver wants to place a stop payment on their February health club dues because
the facility was closed for part of the month. The February payment is stopped and in March, the
payments are allowed to continue.

Any time that you receive a stop payment return that affects a recurring transaction, it is advised
that the Receiver be contacted to verify the intent. The Receiver has an obligation to follow proper

5



procedures if the intent is to revoke an existing authorization, however to avoid any confusion and
possible Rules Violations on the part of the Originator and the ODFI, clarification is necessary. If
the Receiver’s intent is to stop all future transactions, be sure that you have obtained written
cancellation and do not re-submit a transaction without a new authorization

Account Closed (account closed, Return Reason Code R02): This type of Return is the result of
a previously active account being closed by action of the customer or the RDFI. If Midwest Bank
receives an account closed return, this return will be passed on to you by debiting or crediting
your account for the amount of the return. If you wish to process any further entries for the
Receiver, you will need to have a new authorization signed providing a new, active account
number. The RDFI return deadline is 24 hours. (Consumer or Corporate)

Unauthorized (consumer debit entry was not authorized by Receiver, Return Reason Code
R10): Before the RDFI returns this entry for the Receiver, they must require a completed written
statement indicating this was not authorized. Upon receiving this return, Midwest Bank will pass
the return on to you by debiting your account for the amount of the return. This type of return does
not permit you to re-initiate the entry. The RDFI return time frame for this type of entry is 60 days.
Midwest Bank will closely monitor each return item as Originating an entry that is not authorized is
in violation of the ACH Rules and is taken very seriously. Midwest Bank will request to see your
copy of the written authorization.

Unauthorized (business debit entry was not authorized by Receiver, Return Reason Code
R29): The important difference between the unauthorized consumer debit and the unauthorized
business debit is the RDFI return time frame for the business debit entry is only 24 hours.
Authorization Revoked (authorization for a recurring consumer debit entry was revoked R07):
Before the RDFI returns this entry for the Receiver, they must require a completed written
statement indicating that the authorization was revoked with the Originator. Upon receiving this
return, Midwest Bank will pass the return on to you by debiting your account for the amount of the
return. This type of return does not permit you to re-initiate the entry. The RDFI return time frame
for this type of entry is 60 days. Midwest Bank will closely monitor each return item as Originating
an entry that is not currently authorized is in violation of the ACH Rules and is taken very seriously.
Midwest Bank will request to see your copy of the written authorization and the revocation.

At this point, we will remind you of the necessity of retaining written authorizations. You must
retain the original or a copy of each authorization of a Receiver for 2 years from the termination or
revocation of the authorization. Upon request from the RDFIl in writing, a copy must be provided
by the ODFI at no charge within 10 banking days.

If you receive any of the less common types of Returns, Midwest Bank will assist you in processing. From
time to time, the Originator may even find that resolving returns can be more efficiently dealt with outside
the ACH Network. However, when processing as ACH, all parties involved must follow the ACH Rules as
well as the terms of the Agreements between the Cash Management customer and Midwest Bank.

ACH Operator Returns

The above returns were ACH entries received at the RDFI. There may also be returns or rejects from the
ACH Operator. This means that the entry did not even get to the RDFI or Receiver. The ACH Operator
(Federal Reserve Bank) accepts data that meets criteria based on ACH record formatting specifications
and when this criterion is not met, they reject the entry and it is returned to the ODFIl. The most common
type of Operator rejectis:

Invalid ACH Routing Number (R13): This means the entry contains an RDFI that is not a valid
ACH Routing Number. In this case, Midwest Bank will notify you of the reject and reverse the entry
by debiting or crediting your account. You will be asked by Midwest Bank to contact the Receiver



to obtain correct information and to update your written authorization. This may require you and
the Receiver together to make contact with the RDFI to get the required number and to update the
authorization. Once you have done this, you may re-initiate the entry to the Receiver through
Cash Management. (Consumer or Corporate)

How to Handle Notifications of Change (NOC) from Receivers

What is a NOC?

Type of NOC

Responsibilities of Midwest Bank
Responsibilities of Originator
Responsibilities of RDFI

From time to time the RDFI may send a notice to the ODFI for the Originator. Unlike returns, the NOC
entry involves no dollar amounts even though they are sent through the ACH Network just like returns.
The purpose of a notice is to provide the Originator with corrected information. The type of correction is
included with the notice in the form of a “code”. While you as the Originator will not need to remember all
the codes, you will need to be prepared to respond to notification from us, the ODFI, of a NOC.

When Midwest Bank, your ODFI, receives a NOC, the following steps will be taken.

1. Midwest Bank will call you, the Originator, to let you know that a notice has been received and to
guide you on how to proceed.

2. Midwest Bank will let you know why the notice has been received. The notice will come with a
Code, C02 for example; Midwest Bank will explain the code and you will not be required to
memorize the codes.

3. Midwest Bank will provide you with a copy of the notice.

Together, Midwest Bank and you, the Originator, will monitor future activity to help ensure necessary
corrections are made.

When you, the Originator, receive notice from Midwest Bank that a NOC has been received, you will
proceed depending on the type of notice. The most common types of notices are:

o Incorrect DFl Account Number (Code C01): This notice is received when the RDFI wants you to
begin using a different account number for the Receiver. The RDFI processed the original entry by
posting to an account of the Receiver; however, it is different from the account number indicated
on the file you sent. This might happen if the account has been closed and the Receiver has a
new account with the same financial institution and the Receiver has not had time to notify you of
the new information. Midwest Bank will recommend that you contact the Receiver to verify this
corrected information. Keep all notices and documentations with the original signed
authorization from your Receiver.

e Incorrect Routing Number (Code C02): This notice is received when the RDFI wants you to begin
using a different routing number. The RDFI has received and processed the original entry, however
they have a new or different routing number to use and it is likely that if you do not begin using this
number, the entries will be returned at some point. An example of a financial institution having a
different routing number would be when it has merged with another financial institution. Although
this notice is coming from the RDFI that you sent your file to, Midwest Bank will recommend that
you contact the Receiver to verify this information with the RDFI. Keep all notices and
documentations with the original signed authorization from your Receiver.



If you receive any of the less common types of notices, Midwest Bank will assist you in processing. Be
advised that any time you receive a NOC with corrected information, contact the Receiver to verify the
information and keep documentation.

How to Handle Prenotifications

What is a Prenote?
Responsibilities of Originator
Responsibilities of RDFI
Responsibilities of ACH Operator
Responsibilities of ODFI

NOC

A Prenotification (or Prenote) is a non-dollar entry sent through the ACH Network by the Originator to an
RDFI. It conveys the same information (with the exception of the dollar amount and the transaction code)
that will be carried on subsequent entries, and it allows the RDFI to verify the accuracy of the account
data (account number, routing number).

Use of the Prenote process by you, the Originator, is optional. Since the Prenote process helps to ensure
that subsequent entries to a Receiver’s account at an RDFI are posted appropriately, the Originator may
initiate a Prenote entry for any ACH transaction. If you choose to use Prenotes, you must fulfill all
requirements relating to Prenotes.

As an Originator of Prenotes, you are responsible for processing according to the following
requirements:
¢ Timing of Origination
A Prenote entry may be originated at any time. If you initiate a Prenote, a live dollar entry may be
initiated as soon as the third banking day following the Prenote’s Settlement Date (Date
Schedule). Exceptions to the three days may apply if a return or NOC related to the Prenote is
received.
e Format Requirements
The format of a Prenote entry is the same as a live dollar entry, except in the Entry Detail Record,
in which the dollar amount is zero and the transaction code indicates a Prenote entry. Prenote
entries may be intermingled within a batch of credit and/or debit live dollar entries.

Although originating Prenotes is optional, the RDFI has responsibilities if it receives one. The RDFI must
verify the accuracy of the account number. Please be aware that it is not the responsibility of the RDFI to
make sure the Individual Name on the entry is the same as the name on the account. The RDFI has three
courses of action they can take when receiving a Prenote.

e Acceptthe Prenote if the account information is correct. No further action on its part is required
and you will not receive a notice.

e Notify the Originator that the information on the Prenote is not correct by returning the Prenote.
This means there is a problem with the account data at the Receiver’s financial institution.
Midwest Bank will inform you of the returned Prenote. Necessary corrections will have to be
made before you transmit another entry, therefore you will need to get new authorization
information from the Receiver.

e Notify the Originator by originating a NOC that it will accept the live entries, but information is
incorrect and needs to be changed on the subsequent live entry (or entries). If Midwest Bank
receives a NOC on your behalf, then you should make the required change within six banking days
of receipt of the NOC information or prior to initiating another entry, whichever is later. Midwest




Bank also recommends contacting the Receiver to confirm the new information. Keep all notices
and documentation of communications with your original signed authorization from the Receiver.

There is also the possibility that the Prenote is returned by the ACH Operator (Federal Reserve Bank) as
unprocessable. This means the RDFI never received the Prenote because the routing number is not valid.
Midwest Bank will contact you and provide details of the returned Prenote. Any necessary corrections will
have to be made before you transmit another entry. You will need to work with the Receiver to get new
authorization information.

It is Midwest Bank’s responsibility as the ODFI to forward these responses (Returns or NOCs) to your
Prenotes to you in a timely manner. Midwest Bank handles the receipt of all NOCs and Returns in the
same time frame. We make phone contact to the Originator the day the entry is received from the RDFI. A
copy of the notice is provided to you, the Originator. Since itis also Midwest Bank’s responsibility to make
sure you are familiar with the data being sent to you, the phone contact will give us the opportunity to help
you understand how to process the information in the notice.

How to Make Corrections and Process Reversals

e FErroneous file (or entry)

e Duplicate file (or entry)

e Discovery of error

e Reversalfile

e Correcting file

e Personnel training on making corrections

If you discover that you have submitted an entry or an entire file in error, you will need to correct the error
immediately. The way you correct the error will depend on when and how you make the discovery.
e |fyou discover that you have submitted an erroneous file for processing please contact Midwest
Bank to assist you with this.
o Ifasingle entry has been originated erroneously, Midwest Bank may request the RDFI to
return the entry.
= Yourequest Midwest Bank to ask for the entry back.
= Midwest Bank will send your request to the RDFl in writing. To speed up the
process, we would call the RDFI and then fax the request.
= Keep in mind this is a request and the RDFl is hot obligated to return the item, but
in most cases will oblige if possible.
=  Midwest Bank will inform you when the item has been returned and will debit or
credit your account.
= Another option within the ACH Network is to send a reversing entry. Similar
procedures apply if you are reversing one entry or an entire file of entries (see
below for those steps).
o Ifan entirefile, or a large portion of it, is in error, then you may want to reverse the file.
= Contact Midwest Bank and inform us of the error.
= Midwest Bank will discuss with you the need to contact parties involved (RDFls
and/or the Receivers) to inform them of the error and of the correcting action
taken.
=  Midwest Bank will create a reversing file and enter the transfer description as
‘REVERSAL<date of original>’ and in the details field of the line item(s).
= |fyou are requesting to reverse a single entry, then you must make a reasonable
attempt to notify the Receiver of the reversing entry and the reason for the



reversing entry no later than the Settlement Date (Date Schedule) of the reversing
entry.
= The reversing file must be made available to the RDFI(s) within five banking days
after the Settlement Date (Date Schedule) for the entries within the erroneous file.
The file must be available to us, the ODFI, so that we can transmit the file within 24
hours of the discovery of the error.
o Ifthe erroneous file is a duplicate file, then the reversing of the file or the entry completes
the process.
o Ifthe erroneous file is not a duplicate, but a file that contains for example, wrong amounts,
then you must send a correcting file on the same day we send the reversing file.

Since duplicate or erroneous files could happen at any place in the flow within the ACH Network, all
participants in the ACH Network should take steps to ensure that all files are originated correctly.

e The best protection against duplicate or erroneous files is to ensure that all participants in the
ACH Network (Originator, ODFI, ACH Operator, and the RDFI) have procedures in place for
preventing and for detecting errors.

e All participants should establish procedures to identify errors quickly and to institute methods for
correcting errors.

e The RDFl will play a big part in recognizing errors for the Receivers. For example, a duplicate debit
file may result in an unusual number of NSF returns for an RDFI. This may prompt the RDFI to
contact us or they may return the items.

e You have a responsibility as the Originator to make appropriate personnel aware of how to
proceed if an error occurs. If, for instance, you have three people that create and submit files, all
three people need to know the procedures for handling corrections and reversals.

This is a good time to take a look at the authorization form that you have your customers sign. It should
indicate that you also may make reversing entries. For instance, you may be processing payroll and by
mistake, send a duplicate file. This does not mean the Receiver has a right to keep it. You are allowed to
reverse the duplicate file, but there are rules to follow and a signed authorization is your protection.

How to Reinitiate Returned Entries

e [limited circumstances for reinitiating
o Allowable reinitiated entry
e Proper description

There are limited circumstances under which you may reinitiate an entry that has been returned. The
ACH Rule prohibits the reinitiating of entries outside these circumstances.
e Atransaction that was returned as unauthorized is prohibited from being reinitiated.
e Following the return of an entry, an entry initiated to the same Receiver’s account in the same
amount in payment or fulfillment of the same underlying obligation is a reinitiated entry.
e Anallowable reinitiated entry must contain identical Company Name, Company ID, and Amount.
Other fields may be modified to correct an error or to facilitate processing.
e The description ‘RETRY PYMT’ must be in the Company Entry Description field to identify entries
that are permissible resubmissions of returned entries.
e Examples of reinitiated entries are entries that have been returned as Insufficient Funds or
Uncollected Funds.
e You have a responsibility as the Originator to make appropriate personnel aware of how to
proceed if a returned entry is to be reinitiated.
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Consumer Authorization For Direct Deposit/Payments Via Ach (Ach Credits)

Direct Deposit via ACH is the deposit of funds to a consumer’s account.

Checkone: [ |Begin Deposit [ ] Change Information

| (we) hereby authorize (“COMPANY”) to electronically credit my
(our) account (and, if necessary, to electronically debit my (our) account to correct erroneous credits)
as

follows:

|:| Checking Account / |:| Savings Account (select one) at the depository financial institution named
below (“DEPOSITORY”). | (we) agree that ACH transactions | (we) authorize comply with the laws of the
United States and all applicable law.

Depository Name:

Routing Number: Account
Number:

Name(s) as it appears on the Account:

Amount of credit(s) or method of determining amount of credit(s):

Date(s) and/or frequency of credit(s):

| (we) understand that this authorization will remain in full force and effect until | (we) notify COMPANY
insert manner of revocation, i.e., in writing, by phone, location, address, etc. that | (we) wish to revoke this
authorization. | (we) understand that COMPANY requires at least Insert Number of Days or Weeks prior
notice in order to cancel this authorization.

Name(s):

Date: Signatures(s):

NOTE: WRITTEN CREDIT AND DEBIT AUTHORIZATIONS MUST PROVIDE THAT THE RECEIVER MAY
REVOKE THE AUTHORIZATION ONLY BY NOTIFYING THE ORIGINATOR IN THE MANNER SPECIFIED IN
THE AUTHORIZATION.
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Consumer Authorization for Direct Payment via ACH (Direct Debit)

Direct Payment via ACH is the transfer of funds from a consumer account.
Checkone: [ |BeginPayment [ | Change Information
| (we) hereby authorize (“COMPANY?”) to electronically debit my

(our) account and, if necessary, to electronically credit my (our) account to correct erroneous debits as
follows:

|:| Checking Account / |:| Savings Account (select one) at the depository financial institution named
below (“DEPOSITORY”). | (we) agree that ACH transactions | (we) authorize comply with the laws of the
United States and all applicable law.

Depository Name:

Routing Number: Account
Number:

Name(s) as it appears on the Account:

Debit transaction frequency:
|:| Single Entry (one-time payment)
|:| Recurring Entries (entries that recur at substantially regular intervals, without further
affirmative action by the Receiver)

*If your needs change and you require other ACH SEC codes please contact Midwest Bank.

Date of debit (if Single Entry) or date of first debit:

Number of and/or frequency of debits:

Authorized debit amount (or method for determining amount):

| (we) understand that this authorization will remain in full force and effect until | (we) notify COMPANY
insert manner of revocation, i.e., in writing, by phone, location, address, etc. that | (we) wish to revoke this
authorization. | (we) understand that COMPANY requires at least Insert Number of Days or Weeks prior
notice in order to cancel this authorization.

Name(s):

Date: Signatures(s):

NOTE: WRITTEN CREDIT AND DEBIT AUTHORIZATIONS MUST PROVIDE THAT THE RECEIVER MAY
REVOKE THE AUTHORIZATION ONLY BY NOTIFYING THE ORIGINATOR IN THE MANNER SPECIFIED IN
THE AUTHORIZATION.
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Corporate Trading Partner Authorization

(“Originating Company” = Initiates exchange of funds entries.)

(“Receiving Company” = Receives exchange of funds entries.)

“Receiving Company” wishes to have “Originating Company” and/or one or more of its wholly owned
subsidiaries initiate |:| Credit or |:| Debit Entries to its account specified below in payment of obligations
owed by |:| Originator to Receiver or |:| Receiver to Originator pursuant to the terms of this Agreement
and the ACH Rules relating to Corporate Trade Payment Entries (the “Rules”).

“Originating Company” desires the flexibility to make the exchange of funds entries electronically through
the ACH Network. “Receiving Company” agrees to grant such flexibility.

Therefore, “Receiving Company” hereby (1) authorizes “Originating Company” to exchange funds by ACH,
(and, if necessary, initiate correcting entries) (2) certifies that it has selected the following depository

Financial Institution, and (3) directs that all such exchange of funds be made as provided below:

Depository Name: Depository Address:

Routing Number:

Account Name: Account Number:
Payment Format (please circle selection) [ Jerx[ Jceb [ ]ccb+
Receiving Company Contact: Contact Phone Number:

“Receiving Company” acknowledges and agrees to the terms and conditions of all agreements with
“Originating Company” concerning the method and timing of payments for goods and/or services.

“Receiving Company” will give thirty (30) days advanced, written notice to “Originating Company” of any
changes in depository Financial Institution or other payment instructions.

When properly executed, the authorization will become effective fifteen (15) days after its receipt by
“Originating Company”. Both parties subject to this authorization agree to be bound by the Nacha
Operating Rules & Guidelines and United States Law.

| certify that | am an authorized signer, or otherwise have the authority to act, on the account identified in
this statement.

Name of Receiving

Company:

Signature of Authorized Representative:

Printed Name:

Title: Date:
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BUSINESS ACTIVITY FEED

Business Online and Cash Management is a set of tools used to manage commercial accounts and
business integrations.

Business activity feed

The business activity feed displays a list of actions completed by the business and business users.
Actions completed on behalf of the business or other business users include:

e Money movement

e Modifying entitlements and permissions

e Updating business and business user profile settings
Business users with an admin or viewer role can review the Activity feed in their Business management
settings. NOTE: To remove visibility so that the Activity feed does not display to a business user, the User
management entitlement must be deactivated for the business user.

As new activity occurs, an @ Activity banner shows the number of new events at the top of the feed.
Selecting this banner updates the activity feed to display the newest events.

At the top of the activity feed, a business user can filter events by time frame, a business user's name, and
the type of event. They can also download activity history into a .csv file. NOTE: Activity events for high risk
authorization that are requested, failed, or passed by the business user do not yet display Online.

View activity feed

Access to the activity feed depends on the role of the user:
e Select the usericon and go to Business management > Activity. NOTE: Only a business admin
canview the activity feed in the Business management settings.
e Banno Admin - Select the ... Ellipses in the Banno Admin main menu and choose Activity.
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USER MANAGEMENT

Using User management, organization administrators can create and manage organization users in
Business Online. Administrators can also assign user roles, manage account access, and set
permissions.

Selecting My profile > Business management opens the Managing users screen. On the Managing users
screen, you can create a user, and you can search for and filter organization users. You can also select
users to view their user profile.

The Managing users screen displays each organization member's name, role, and status.

Creating an Organization User

Organization users with User management access can create new users.

1.

A

Select My profile > Business management.
Select Create user.

Enter the user's First name.

Enter the user's Last name.

Enter the user's Email.

Select the Userrole.

e User
o Viewer
e Admin

Select Create user. A window may appear asking you to confirm your credentials to continue
creating the user.

If needed, enter your password, and then select Confirm password.

Select Enable accounts. You must give the user access to at least one account to create the user.

< Enable accounts

D John Doe

Role: User

(9 Pending

Enable accounts
Select »

Users must have access 1o at least one account

The Account access window opens.

10. For each account, use the sliders to turn account access on or off.
11. Select Done.
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12. Select the Enable accounts button. A message appears stating that you successfully created an

account for the user.

13. Select a situation and follow the corresponding steps.

Situation

Steps

Sending email invites

a. Select Send emailinvite.

An email is sent to the user to invite them to
create their username and password to
access Banno. You are redirected to the
Manage users screen.

Changing user permissions

Default permissions are automatically
assigned to new users. Select this option to
change the user's permissions.

a. Select Edit permissions. The user's
profile opens.

b. Select Set permissions.

c. Use the toggles to edit permissions.

Selecting Done

a. Select Done.

The user is created, and you are redirected
to the Manage users screen.

NOTE: If you select Done, it does not send
an invite email to the user. You can send an
invite email from the user's profile.

User Profile

Organization administrators can access organization user profiles by selecting My profile > Business

management.

You can select an organization user from the list of users on the User management page to view their user

profile.

From the user profile, you can view the user's name, role, status, email, and account access. You can

also:
e Edituser
e Hold account access
e Send password reset link
o Delete user
e Set permissions
[ ]

Set account access and account-specific permissions
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Permissions

An organization user can only access and use a feature if the related permissions are turned on. There are
several levels for permissions.

The following permission levels are organized broadest to narrowest. For example, a permission must be
turned on at the financialinstitution level for it to be turned on at the organization level.

User permissions

In an organization user's profile, you can use the Set permissions button to access the
Permissions screen.

On the Permissions screen, organization administrators can manage permissions for:

ACH

Positive pay

Card management
Stop payments
Transfers

User management
Wires

Setting ACH access for a user
In User management, organization administrators can set ACH access for users.

1.

Go to Your/My profile > Business management.

2. Select the user who you want to give access to ACH.
3. Select Set permissions.
4. Use the sliders to turn on or off the following permissions.

Enable
This permission option allows the organization user access to ACH entitlements. This permission
must be activated if a business user needs to use ACH functionality.

View ACH
This permission option allows the organization user to view ACH transactions/batches.
NOTE: To edit any ACH permission, first activate View ACH.

Initiate ACH
This permission allows the organization user to send ACH transactions/batches to the institution
for processing. NOTE: To activate Initiate ACH, first enter a Daily ACH limit value greater than zero.

Daily ACH limit
This permission option sets the maximum amount that an organization user can initiate per day.
The field must be set to higher than zero.

Edit/create ACH Control

This permission option describes the extent to which an organization user can create and modify
ACH batches.
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o Full Edit/Create - Allows the business to grant business users to create and modify ACH
batches.

e Partial edit - Allows the business to grant business users to edit a receiver's amount,
transaction type (debit or credit), addenda information, held status, and prenote status.

e None - Allows the business to block business users from the ability to edit or create ACH
batches.

Recurring ACH
This permission option allows an organization user to edit recurring ACH batches during batch
edit.

Upload ACH file
This permission option allows the organization user to upload ACH transactions.

Restricted Batch Access
This allows an organization user to create and view restricted batches/categories that are marked
restricted at the time of entry or during edit.

Import recipients
This permission option allows an organization user to upload a fixed-position, .csv, or tab-
delimited file into a batch that can only contain transaction items.

Batch Delete
This permission allows the organization user to remove one or more ACH batches.

Alerts
This permission allows the user to receive the following alerts: ACH, Positive Pay, Business and
User and Wire Alerts.

Documents
This permission allows the user to view documents.

Setting Positive Pay Access For a User

User management, organization administrators can set Positive pay access for users.

1.

2
3.
4.
5

Select My profile > Business management.

Select the user who you want to give access to Positive pay.

Select Set permissions.

Under Positive pay, use the slider to turn Positive pay access on or off.
Use the sliders to turn the following permission options on or off.

Upload Positive Pay

This permission option lets the organization user add check items by uploading an Account
Reconciliation (ARP)/positive pay .csv file or by manually adding check items.

Work Positive Pay

This permission option lets the organization user decide to pay or return check item exceptions.

Download positive pay
This permission option lets the organization user download the ARP (Account Reconciliation)
output file created by the financial institution.
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Work ACH Exceptions
This permission option lets the organization user decide to pay or return ACH exceptions.

Setting Card Management Access for a User

User management, organization administrators can set access to manage cards for users.

1.

2
3.
4.
5

Select My profile > Business management.

Select the user who you want to give access to manage cards.

Select Set permissions.

Under Card management, use the Enable slider to turn on or off access to manage cards.
If needed, use the toggles to turn the following permission option on or off.

Card Management
This permission option only appears for banks. This permission option allows an organization user
to manage cards associated with accounts.

Setting Stop payments access for a user

User Management, organization administrators can set access to stop payments for users.

1.
2.
3.
4.

Select My profile > Business Management.

Select the user who you want to give access to stop payments.

Select Set permissions.

Under Stop payments, use the Enable slider to turn on or turn off access to stop payments.
Use the toggles to turn the following permission options on or off.

View Stop Payment
This permission option lets the organization user view the stop payment history.

Add Stop Payment
This permission option allows the organization user to create stop payments. NOTE: To turn on
Add stop payment, you must turn on View stop payment first.

Setting Transfers Access For a User

User management, organization administrators can set Transfers access for users.

1.

2
3.
4.
5

Select My profile > Business management.

Select the user who you want to give access to Transfers.

Select Set permissions.

Under Transfers, use the Enable slider to turn on or off Transfers access.
Use the toggles or fields to set the following permission options.

Transfer Limit
This permission option sets the maximum amount an organization user can send to another
account per transfer. The field must be set higher than zero.

Allow Transfers

This permission option lets the organization user initiate transferring funds between internal
accounts. NOTE: To turn on Allow transfers, you must enter a Transfer limit value that is greater
than 0.

Setting User Management Access For an Admin or Viewer User

Organization users with the Admin and Viewer roles need User management access.
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Select My profile > Business management.

Select the user that you want to give access to User management. NOTE: You can only give User
management access to an organization user with an Admin or Viewer role. If you give User
management access to an organization user with a User role, security measures prevent the
member from accessing user management functionality.

Select Set permissions.

Under User management, use the slider to turn User management access on or off.

Setting Wires access for a user

User management, organization administrators can set Wires access for users.

1.

2
3.
4.
5

Select My profile > Business management.

Select the user who you want to give access to Wires.

Select Set permissions.

Under Wires, use the Enable slider to turn Wires access on or off.
Use the sliders to turn on or off the following permission options.

Work With Wires
This permission option lets the organization user transfer wires. NOTE: You must turn on this
permission to change other wire permissions.

Create Wire Templates
This permission option lets the organization user create wire templates, or repetitive wires.

Edit Wire Templates
This permission option lets the organization user modify wire templates.

Create One-Time Wires COMING SOON
This permission option allows the organization user to create one-time wires, or non- repetitive
wires.

Edit One-Time Wires COMING SOON
This permission option allows the organization user to edit one-time wires.

Edit Recurring Wires

This permission option lets the organization user edit recurring wires.

Daily Wire Limit

This permission option sets the maximum amount in whole dollars that an organization user can
initiate per day. This field can be set to 0, but you cannot use cents.

Per Wire Limit

This permission option sets the maximum amount that an organization user can initiate per wire.
For example, if this permission is set to 25000.00, you cannot submit a single wire greater than
$25,000. The field must be set higher than 0.

Dual Wire Control Limit

This permission option sets a limit in whole dollars for wires that require a second organization
user's approval. For example, if this permission is set to 25000, wires above $25,000.00 require a
second organization user's approval. This field can be set to 0, but you cannot use cents.
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Transmit Wires

This permission option lets the organization user send any type of wire, including one- time,
recurring, and future-dated wires. To turn on this permission, you must set a Per wire limit greater
than 0.

Transmit Recurring Wires
This permission option lets the organization user send recurring wires. To turn on this permission,
you must turn on the Transmit wires permission.

Dual Wire Control

This permission option requires the organization user to get a second organization user's approval
for wires that are over the Dual wire control limit. To turn on this permission, you must turn on the
Transmit wires permission, and you must set a Dual wire control limit greater than 0.

Full Wire Control
This permission option allows a user to create, initiate, and transmit their own wires. This is
recommended for businesses with sole proprietors.

Transmit Future-Dated Wires

This permission option lets the organization user send one- time or recurring wires with a future
date. The effective date must be greater than the current date. To turn on this permission, you
must turn on the Transmit wires permission.

Account permissions (Online)

The following organization user account permissions can be set in User management. The permission
options are organized alphabetically in the relevant section.

Positive pay

Download Positive Pay
This permission option lets the organization user download the ARP (Account Reconciliation)
output file created by the financial institution.

Upload Positive Pay
This permission option lets the organization user add check items by uploading an Account
Reconciliation (ARP)/positive pay .csv file or by manually adding check items.

Work ACH Exceptions
This permission option lets the organization user decide to pay or return ACH exceptions.

Work Positive Pay
This permission option lets the organization user decide to pay or return check item exceptions.

Stop Payments

Add Stop Payment
This permission option allows the organization user to create stop payments. NOTE: To turn on
Add stop payment, you must turn on View stop payment first.
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View Stop Payment
This permission option lets the organization user view the stop payment history.

Transfers

Wires

Transfer From

This permission option allows the organization user to move funds out of the account. This
permission applies to internal transfers only. When the permission is deactivated, the account
does not appear as an option when the business user creates a transfer.

Transfer to

This permission option allows the organization user to move funds to the account. This
permission applies to internal transfers only. If the permission is deactivated, the account does
not appear as an option when the organization user creates a transfer.

Create One-Time Wires
This permission option allows the organization user to create one-time wires, or non- repetitive
wires.

Create Wire Templates
This permission option only appears for banks and lets the organization user create wire
templates, or repetitive wires.

Daily Wire Limit

This permission option sets the maximum amount in whole dollars that an organization user can
initiate per day. This field can be set to 0, but you cannot use cents.

Dual Wire Control Limit

This permission option sets a limit in whole dollars for wires that require a second organization
user's approval. For example, if this permission is set to 25000, wires above $25,000.00 require a
second organization user's approval. This field can be set to 0, but you cannot use cents.

Dual Wire Control

This permission option requires the organization user to get a second organization user's approval
for wires that are over the Dual wire control limit. To turn on this permission, you must turn on the
Transmit wires permission, and you must set a Dual wire control limit greater than 0.

Edit One-Time Wires
This permission option allows the organization user to edit one-time wires.

Edit Recurring Wires
This permission option lets the organization user edit recurring wires.

Edit Wire Templates
This permission option lets the organization user modify wire templates.

Per Wire Limit

This permission option sets the maximum amount that an organization user can initiate per wire.
For example, if this permission is set to 25000.00, you cannot submit a single wire greater than
$25,000. The field must be set higher than 0.
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Transmit Recurring Wires

This permission option lets the organization user send recurring wires. To turn on this permission,
you must turn on the Transmit wires permission.

Transmit Wires

This permission option lets the organization user send any type of wire, including one- time,

recurring, and future-dated wires. To turn on this permission, you must set a Per wire limit greater

than 0.

Setting Account Access and Permissions

Organization administrators can set an organization user's account access from their user profile in User

management.

1. Select My profile > Business management.

2. Select the user that you want to manage account access for.

3. Select a situation and follow the corresponding steps.

Situation Steps
Setting account access on the user's a. Underthe Access column, use the
profile toggles to turn on or off account

access for each account.

Setting account access from the
account's permissions

Select an account.

Under Account access, use the
Enable toggle to turn on or off
account access.

4. If needed, select an account to open the account's permissions.

5. Use the toggles and fields to turn on or off organization user account permissions as needed.

View-Only Permissions

Select permissions can be activated so that an organization user views the functionality but cannot use

the functionality for actions, such as moving funds or updating permissions.

These permissions include allowing an organization user to view ACH, Stop payments, Transfers, User

management, and Wires. You cannot set view only permissions for card management. If an organization

user must view the card management functionality, you must also give them access to manage cards.

At the organization user level, adjust these permissions so that the organization user can only view the

functionality.

ACH

e Activate the Enabled permission.
e Activate the View ACH permission.
e Deactivate all other ACH permissions.

Stop payments

o Activate the Enabled permission.
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e Deactivate all other Stop payments permissions.

Transfers

e Activate the Enabled permission.
e Set the transfer limit to zero.
e Deactivate all other Transfers permissions.

User management

e Ensure that the organization user has the role of Viewer.
e Activate the Enabled permission.

Wires

e Activate the Enabled permission.
e Deactivate all other Wires permissions.

Invite An Organization User

Organization administrators must invite new organization users and users with a Pending
status to create their username and password so that they can log in. There are two ways to invite an
organization user:

e Whenyou create a user, select Send an email invite.

e |Inthe user's profile, select Invite.

When you invite a user, an email is sent to the user with a link that takes the organization user to the app
enrollment screen to create their user name and password. The user has up to seven days to enrollin the
Digital Platform before the link expires. Once the user creates their login credentials, they can log in.
NOTE: If an organization administrator sends multiple email invites to the same user, the organization
user must use the most recent email to join. If the user selects an older or expired link, a message
displays that the Invitation link failed .

CAUTION: Only select the link once. If the organization user selects the link twice or refreshes the page,
they receive an error message, and the organization administrator must send a new invite email.

Inviting an organization user from the user's profile

You must invite organization users with a Pending status so that they can create their login credentials
and access Business Online. You can invite a user from the user's profile.

1. Select My profile > Business management.

2. Select the Pending user that you want to invite. The user's profile opens. A notification banner
displays [Name]'s account is pending. Invite them to complete set-up of their account.

3. Select Invite. A notification displays Invitation sent successfully.

An email is sent to the user that contains a Join link. The user can select the link to create their user name
and password to login.

Editing an organization user

Organization users with User management access can edit a user's name, role, and email.
1. Select My profile > Business management.
2. Select the user that you want to edit.
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3. Selectthe... Ellipsis button.
4. Select Edit user. The Edit user window appears.
5. Select a situation and complete the corresponding steps.

Situation Steps

Editing the username a. Select Edit name.

b. Change the user's name.

c. Select Save.

d. Anotification displays [Name]'s
name was updated successfully .

Editing the userrole a. Selectarole fromthe Userrole
drop- down list.

b. Anotification displays [Name]'s user

role was updated successfully .

Select Edit email.

Change the user's email.

Select Save.

A notification displays [Name]'s

email was updated successfully .

Editing the user's email

Q0 oo

Unlocking an organization user's account

When an organization user incorrectly enters their login credentials three or more times, their account is
locked. An organization administrator must unlock the account before the user can log in again. It can
take up to five minutes for an account to appear Locked in User management.

NOTE: An organization user can have their account status set to Locked and Account access is on hold .
In this situation, you must unlock the account and remove the hold before the user can log in again.

1. Select My profile > Business management.

2. Select the user that you want to unlock. The user's profile opens. A notification banner displays

[Name]'s account access is locked due to multiple incorrect login attempts.

Select Unlock. A message appears stating that the user was successfully unlocked.

4. |If the user needs their password reset, select Send password reset, and then select Email. A
notification displays Sent password reset link successfully , and the user must reset their
password before they can sign in again.

5. SelectI'm done. The user's accountis unlocked.

w

Resetting an Organization User's Password

If an organization user forgets their password or needs their password reset, an organization administrator
can select Send password reset link from the user's profile.

1. Select My profile > Business management.

2. Select the user that you want to send a password reset link to.

3. Selectthe..... Ellipsis button.

4. Select Send password reset link. The Send password reset link window appears.

5. Select Email. A notification displays Sent password reset link successfully .

The organization user is sent an email with a Reset password button that they can use to reset their
password.
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Holding Account Access For an Organization User

An organization user with User management access can hold a user's account. Putting an account on
hold prevents the user from logging in to Business Online Banking. NOTE: An organization user can have
their account status set to Locked and Account access is on hold . In this situation, you must unlock the
account and remove the hold before the user can log in again.

1. Select My profile > Business management.

2. Select the user account that you want to hold.

3. Selectthe.... Ellipsis button.

4. Select Hold account access. A message appears asking you to confirm that you want to hold the

user's account.
5. Select Hold.

A notification banner displays [Name]'s account access is temporarily on hold . On the Manage users
screen, the user's account displays Account access is on hold . To remove the hold, you can select
Remove in the notification banner. A notification displays The hold on [Name]'s account access has been
removed, and the useris able to log in again.

Deleting a Business User

Business users with Administrator and User management access can delete a user. Deleting a business
user removes the user from User management.

Deleting a user does not fully remove them from the system. Deleting a user means that the user does not
show up in search results or on the business's Users page. To access a deleted user, go to an active user's
profile page and replace the active user's Banno ID code in the URL with the deactivated user's ID.

1. Select My profile > Business management.

2. Select the user that you want to delete.

3. Select... Ellipsis.

4. Select Delete user. A window appears asking you to confirm that you want to delete the user.

5. Select Delete. A notification appears: [Name] was successfully deleted .
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POSITIVE PAY

Organizations can use Positive pay to stop fraudulent checks and ACH payments from posting to their
accounts by working check and ACH exceptions.

Using Positive pay, organization users can:
e Addchecks
o Upload .csv files with check details
o Manually enter check details
o  Work exceptions for issued checks and ACH payments

Access Positive pay

Depending on your access to Business payment entitlements, you can access
Positive pay using one of the following methods:

e Select Positive pay from the menu.

e Select Payments > Positive pay from the menu.

Dashboard

The Positive pay dashboard displays .csv files that you upload and .txt files for checks that you manually
entered. From the dashboard, you can select Add checks, Work check exceptions, and Work ACH
exceptions.

When you upload a file or manually enter checks, the following information appears on the dashboard for
each entry:

Entry Name

The dashboard displays the name of uploaded .csv files and an automatic name for .txt files with
manually entered check details. The .txt files for manually entered checks are automatically named
PosPayManualEntry_[User name]_[Upload date].txt.

Associated Account

When an organization user uploads a .csv file or manually enters check details, they must select an
associated account. The associated account's name and the last four digits of the account appear on the
Positive pay dashboard.

Status

Each entry has one of the following statuses:

e Pending - Entries with a Pending status are manually entered checks that have not been reviewed,
approved, and sent to core. On a Pending entry, you can select Review & approve to access the
Review checks screen.

e Successful - Once you Approve an uploaded .csv file or Review & approve manually entered
checks, the status changes to Successful. Then, the issued checks are sent to the core to be paid.

e Unapproved - If you do not Review & approve manually entered or uploaded files before you
upload another file or manually add more checks, the status changes to Unapproved.

CAUTION: You cannot Review & approve entries with an Unapproved status, so you may have to upload a
.csv file or manually enter the checks again.
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Date counter

The date counter tracks the number of days since the entry was uploaded or manually entered.
NOTE: You can only view entries for seven days. After seven days, entries are removed from the
dashboard.

If the organization user has not uploaded a file or manually entered a check in the past seven days, the
dashboard displays the message Your check uploads will display here .

Adding Checks By Uploading a .csv File

Using Positive pay, you can upload a .csv file to add issued check details.

Each .csv file you upload is associated with one account. If you want to pay out from multiple accounts,
you must upload multiple .csv files.

1.
2.
3.

>

10.

Navigate to Positive pay.

Select Add checks.

Select Select template. If you select Default template, the .csv file you upload must follow
Banno's default .csv specifications formatting guidelines. Select Default template formatting
guide to view the file specifications. NOTE: When uploading a .csv using the default template, do
not include column titles in your.csv file. The file must include only check details.

Select Select in the Choose associated account section.

Select the associated payout account for the .csv file on the Select account screen. You can
search for accounts by account name, the last four digits of the account, or the available funds in
the account. If your organization has more than one type of account, you can filter by account
type. If your organization has only one type of account, the filter button does not appear.

After you select an account, Banno determines if the account is eligible for positive pay. If the
selected account s eligible for positive pay, you are redirected to the Add checks screen, and the
account you selected is associated with the checks in the .csv file you are uploading.

If the account is not eligible, a message notifies you that the account is not enrolled in positive
pay, and you must select a different account.
Drag and drop your .csv file, or select browse to upload your .csv file.
Select Submit. Once submitted, the dashboard opens. Here, the new check appears with an In
progress status. Once the check information is processed, the status changes to Pending and you
can begin the final approval process.
Select Review & approve. The Review checks field page opens.
Review the check information, and then select Approve. If the upload is successful, the screen
displays a success message, and the check items are sent to the core. On this screen, the .csv file
displays an Uploaded & approved status, which appears as Successful on the Positive pay
dashboard.
CAUTION: When you select Approve, Banno may appear to time out. Instead of a success
message, an alert notifies you that the approvalis still in progress. Do not do any of the following:
o Reupload the .csvfile
o Refreshthe page
o Reapprove the checks
The submission is still processing. You can navigate to another section of Banno, including
uploading new .csv files and manually adding other checks from the Positive pay dashboard.
Select Done to return to the Positive pay dashboard, or select Upload another to upload a .csv file
or manually enter check details.
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Check Upload Templates

In Positive pay, users with the Upload Positive pay permission can create and edit delimited and fixed
upload formats.

Creating a delimited template format

In Manage templates, users can create a custom delimited template format. Once created, this template
can be used whenever a check is added to Positive Pay through the Upload file functionality.

1.

NookrodN

10.

From the main menu, select Payments and then select Positive pay.

In the Settings section, select Manage templates.

Select . The Select template format screen appears.

Select Delimited. To view more details about the template format, hover over .

Enter a Template name.

If necessary, change the Account Format, Field delimiter, and Text qualifier selections.

In the Column order section, enter a Column number for the Item number and Item amount
sections. NOTE: The Item number and Item amount sections are the only required sections
necessary to create a template.

If necessary, complete the optional fields. Some optional fields require configurations. When a
Column number is entered for a field with a configuration, the field's configuration unlocks and
can be edited. Once you have edited the configuration, select Save to keep your changes. The
Review button is activated.

Select Review. If a Column number overlaps, an error message appears. The Review delimited
template screen appears.

Review the template information, and then select Save. To return to the previous screen to add or
change information, select Edit.

The Template saved confirmation message appears. Select Upload template to begin a check upload
process or select Done and return to the Manage templates screen.

Creating a Fixed Position Template Format

In Manage templates, users can create a custom fixed position template format. Once created, this
template can be used whenever a check is added to Positive Pay through the Upload file functionality.

1.
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From the main menu, select Payments and then select Positive pay.

In the Settings section, select Manage templates.

Select 1 . The Select template format screen appears.

Select Fixed format. To view more details about the template format, hover over .

Enter a Template name.

If necessary, change the Account format selection.

In the Label position section, complete the Begin and End fields for the Item number and Item
amount sections. The Begin and End fields accept number inputs. The range between the
numbers entered in these fields determines the number of digits allowed in that column per entry.
In the Begin field, you cannot enter 0. If 0 is entered, you cannot Review the template until a valid
entry is entered. NOTE: The Item number and Item amount sections are the only required sections
to create a template.

If necessary, complete the optional fields. Some optional fields require configurations. When a
Column number is entered for a field with a configuration, the field's configuration unlocks and
can be edited. Once you have edited the configuration, select Save to keep your changes. The
Review button is activated.
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9.

Select Review. If any Begin and End field input is used more than once, an error message appears
asking you to remove any overlapping inputs. You cannot review the template until all overlapping
inputs are removed. The Review delimited template screen appears.

10. Review the template information, and then select Save. To return to the previous screen to add or

change information, select Edit.

The Template saved confirmation message appears. Select Upload template to begin a check upload
process or select Done and return to the Manage templates screen.

Deleting an Upload Template

If necessary, users can delete an upload format. Deleting an upload format permanently removed the
format list.

1.
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In the main menu, select Payments and then select Positive pay. If the financial institution has
multiple payment methods activated, the Positive pay option may appear beneath the Payments
drop-down menu option.

In the Settings section, select Manage templates.

Select a template.

Next to the page title, select [ . The Delete template? screen appears.

Select Delete.

The template is permanently removed from the template list.

Editing an upload template

If a financial institution's (FI's) upload requirements change, a user can edit existing templates to fit the
new requirements.

o0k 0N~

In the main menu, select Payments and then select Positive pay.

In the Settings section, select Manage templates.

Select a template.

Edit the template as required. The Review button activates.

Select Review. The Review [template type] template appears.

Review the edited template information, and then select Save. The Template saved confirmation
message appears.

Adding Checks Manually

Organization users can add check details manually in Positive pay.

1.

2.
3.
4.

Navigate to Positive pay.

Select *, Id checks.

Select 2 Add your checks manually.

Select the associated payout account.

You can search for accounts by account name, the last four digits of the account, or the available
funds in the account. If your organization has more than one type of account, you can filter by
account type. If your organization has only one type of account, the filter button does not appear.

After you select an account, Banno determines if the account is eligible for positive pay. If the
selected account is eligible for positive pay, you are directed to the Enter checks screen, and the
account you selected is associated with the checks you are entering.

If the account is not eligible, a message notifies you that the account is not enrolled in positive
pay, and you must select a different account.
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Enter the Check number.

Enter the amount listed on the check in the Check amount field.

Enter the Payee.

Select the Type.

o Debit-The check amount that is withdrawn from the account.

o Credit-This option is for banks that use Core Director. If your bank uses Core Director, you
must always select Credit.

o Void-The check cannot be used for payment.

9. Select Select to open the Check date screen.

10. Select the date that appears on the check, and then select Save.

11. Select Save and enter another to enter more checks that Banno combines into one .txt file. You
can manually enter up to 100 checks in one .txt file.

12. Select Review checks once you have manually entered all the checks for this .txt file. The Review
checks screen opens. If you entered more than 100 checks, you must delete checks before you
can select Approve.

13. Validate that the information on the Review checks screen is correct, and then select Approve. A
dialog box opens asking you to confirm that you want to approve the checks.

14. Select Approve. If your session times out, any information that you enter and do not Approve is
not saved. If the upload is successful, the screen displays a success message and Banno creates
a .txt file containing the check details you entered.

15. Select Done. CAUTION: Do not select Add more. You must Review & approve the .txt file on the
Positive pay dashboard before you or another organization user uploads a .csv file or manually
enters more checks. If you do not Review & approve the .txt file, the entry changes from Pending
to Unapproved status, and you cannot Review & approve the file. You must upload a .csv file or
manually enter the check details again to approve the checks.

16. Select Review & approve on the Positive pay dashboard.

17. Validate that the information in the File upload summary section is correct, and then select

Approve.

N o

If the approval is successful, the screen displays a success message, and the check items are
sent to the core. On this screen, the .txt file displays an Uploaded & approved status, which
appears as Successful on the Positive pay dashboard.

CAUTION: When you select Approve, it may appear to time out. Instead of a success message, an
alert notifies you that the approval is still in progress. Do not do any of the following:

o Re-enter the check details

o Refresh the page

o Reapprove the checks

The submission is still processing. You can navigate to another section, including uploading new
.csv files and manually adding other checks from the Positive pay dashboard.

18. Select Done to return to the Positive pay dashboard, or select Upload another to upload a .csv file
or manually enter check details.

Once afile is uploaded and approved, the bank can view the issued check on core. The bank
cannot see the checks in a specific uploaded file because one core file contains all issued items.

Editing a Manually Entered Check
When an organization user adds checks manually, they can edit checks on the Review checks screen.

31



Before you can edit a check, manually add checks, and proceed to the first Review checks
screen.

When you are validating that the check details are correct on the first Review checks

screen, you can edit any incorrect checks.
1. Onthe Review checks screen, select a check from the list. The Edit check screen opens.
2. Change the check details as needed.
3. Select Save.

The check details are updated, and you are redirected to the Review checks screen.

Deleting a Manually Entered Check

When an organization user adds checks manually, they can delete checks on the Review checks screen.
The system does not include deleted checks in the generated .txt file.

You can manually enter up to 100 checks in one .txt file. If you entered more than 100 checks, you must
delete checks from the Review checks screen before you can select Approve.
1. Onthe Review checks screen, select a check from the list. The Edit check screen opens.
2. Select I/ Delete. A dialog box opens asking you to confirm that you want to delete the check.
3. Select Delete.

The check is deleted, and you are redirected to the Review checks screen.

Void Issued Checks

Once checks are uploaded as a .csv file or manually entered and approved, the bank can view and modify
checks as needed. An organization user cannot modify approved checks, but the user can void approved
checks.

A void check cannot be used for payment. To void a check, complete one of the following:
e Upload a .csv file with the check details, including a Void indicator.
e Manually enter the check details, and select Void for Type.

Working Check Exceptions

If a posted check does not match the record, an organization user can work exceptions to decide to pay or
return issued checks during a set time frame each day.

The bank sets the cut-off time for work exceptions, and they system displays the cut-off time frame at the
top of the Work exceptions screen. Once the time frame passes, the exceptions are locked, and you
cannot work them. The bank determines if unworked exceptions are paid or returned by default. Midwest
Bank has chosen to pay all items that are not worked.

1. Navigate to Positive pay.

2. Select := Work exceptions. If there are no exceptions, the No check exceptions accounts
message appears. If there are check exceptions, the Work exceptions screen opens. The Work
exceptions screen displays exceptions from the first account that contains exceptions. The
system orders the accounts alphabetically by account name.

3. Select the checks that you want to pay for that account by selecting the check boxes in the Pay
column. Each check in the list displays the check's amount, payee, status, check number, and
exception reason.
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If needed, select a check number to view the check's details. The Check details screen opens. On
the Check details screen, you can view and print check details and images for the selected check,
and you can use Ask us about this check to start a Messages chat with the bank.

Select the Account to select another account to work check exceptions. The Select account
screen opens and lists accounts with exceptions. Banno displays the number of exceptions each
account has. A green checkmark indicates the account that is selected.

Select an account. You can search for accounts by account name, the last four digits of the
account, or the available funds in the account. You can filter by account type. Once you select an
account, you are directed to the Work exceptions screen for the selected account.

Continue to select the Pay check boxes to decide which checks to pay for each account with
check exceptions.

Select Submit once you have reviewed all exceptions. A notification displays Check exceptions
submitted , and you are redirected to the Positive pay dashboard.

Working ACH Exceptions

If a posted ACH transaction does not match the record, an organization user can work exceptions to
decide to pay or return the ACH payment during a set time frame each day.

1.
2.

3.

In the menu panel, select Payments and then select Positive pay.
Select ) Work ACH exceptions. If you are using Banno Mobile, select the ACH exceptions tab.

If necessary, select > next to the bank account name and select the account with the exception
you want to address.

Select the check box next to the decision that you want to change. You can evaluate the details of
the exception by selecting it. Selecting the exception opens the ACH exception details page.
Select Submit. To change the decision, you can clear the check box, and then select Submit.
NOTE: Clearing the check box can only be done before the exception cutoff time.

The ACH payment is sent for processing.
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WIRES

Organizations can use Wires to create and initiate domestic wire transfers so that recipients are paid
quickly and securely by electronic payment.

Using Wires, organization users can:
o View wires
Create domestic, one-time wires
Create wire templates
Create recurring wires
Review and initiate wires
Transmit future-dated wires - this feature is unavailable to CIF 20/20 institutions.

Access Wires

Depending on your access to payment entitlements, you can access Wires using one of the following
methods:

e Select Wires from the main menu.

e Select Payments > Wires from the main menu.

Fees

Fees display as separate transactions from the wires and are withdrawn from the same account wiring the
funds.

Wires Dashboard

Wires are separated by the account wiring the funds. For each account, wires appear in the
Active, History, or Templates tab, depending on the wire's status.

Account

The Account field displays the account currently selected. The Active, History, and
Templates tabs only display wires that are transferring funds from the selected account.

Use the Account field to select an account and view wires associated with the account.

Active
The Active tab displays wires that can be edited with the following statuses:

Ready

The wire is created and Ready to review and initiate sending funds to the recipient.
Pending - no transmit

This wire status indicates that the user is not allowed to transmit that specific wire.
Initiated

The wire is sent and the process for transferring funds begins.
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Approval
The Approval status appears if the wire requires a second organization user's approval.
Processed

The wired funds have been deposited into the recipient's account. In the wire details, a
Transmitted date and Effective date appear:
e Transmitted date - The date the payment is initiated for remittance to the wire recipient.
e [Effective date - The date that the recipient of a payment sees the transferred funds and the
financial institutions on both sides of the transaction settle funds with one another.

Next Day

The wire was initiated after the cut-off time. During end-of-day processing, the wire status changes to
Initiated.

Active

An Active wire is set to transmit on a future date or a recurring frequency.
Expired

An Expired wire is a recurring wire that has passed the user-defined end date.
Suspended

A Suspended wire is a recurring wire from an account that is no longer active.
Denied

The financial institution declined the wire transfer.

Problem

There is an issue with the wire transfer.

History
The History tab displays wires with a Processed status that cannot be edited or deleted.

Templates

The Templates list displays wires that are saved as a template. Wire templates do not display a status
because they are always in the Ready state.

Wires saved to the templates list display a Templates tag in the Wire details. Any one-time wire that is
initiated using a template has a From template tag.

Calendar

Organization users can use the calendar to see and select dates that have an Initiated
wire.

Creating a one-time wire or wire template

Organization users can create a domestic, one-time wire transfer in Banno Wires. Users can also save a
wire's details as a template, and templates can be used to set recurring wire transfers.
Banno does not currently support international wire transfers.

1. Navigate to Wires.

2. Select “>Create wire.



w
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10.

11.

12.
13.

14.

Enter the Wire name.

Select Select account, and then select the associated account. You can search for accounts by
account name, the last four digits of the account, or the available funds in the account. If your
organization has more than one type of account, you can filter by account type. If your
organization has only one type of account, the filter button does not appear.

Select Add recipient.

In Recipient name, enter the name of the person or business you are transferring funds to.
Enter the recipient's Account number.

Enter the recipient's address in the address fields within the Recipient account section.

In the Receiving financial institution section, select a situation, and complete the corresponding
steps.

Situation Steps

Using the Find institution tool a. Select Find institution.

b. Search for financial institutions (Fls)
by institution name, routing/ABA
(American Bankers Association)
number, city, or state.

c. Pressthe Enter/Return key to display
search results.

d. Select an institution from the list.

The fields in the Receiving financial

institution section are automatically

populated with the Fl's information.

Entering institution details manually a. Enterthe FI's Routing/ABA number.
CAUTION: It is crucial that you enter
the correct routing/ABA number for
the wire transfer to successfully
process.

b. Enter the Institution name.

c. Enterthe FI's City and State.

If needed, select Add intermediary institution, and then add the institution to the Intermediary
financial institution section using the same steps described for adding a Fl in Step 9.

Select Save. The system saves the recipient information and redirects you to the Create wire
screen.

Enter the amount of funds that you want to transfer in the Amount field.

If needed, select Add notes to add up to four lines of notes, and then select Save. You are
returned to the Create wire screen.

If needed, select the Save as template check box. Template options and functionality are
currently only available to bank users.

Use the Save as template check box to save the wire details as a template for future or recurring
use. If you save a wire transfer as a template, the wire template is added to the Templates tab for
the associated account on the Wires dashboard. Organization users can use the template to
initiate one-time or recurring wire transfers without re-entering any details.
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If you do not save the wire as a template, the wire is moved to the History tab once it is initiated,
and it cannot be edited in the future.

The wire transfer is added to the Active tab for the associated account on the Wires dashboard. If you
saved the wire transfer as a template, the wire template is added to the Templates tab for the associated
account.

NOTE: You must initiate the wire from the Wires dashboard to send the wire and begin the process of
transferring funds.

Initiating a Recurring Wire

Using Wires, you can initiate a domestic, recurring wire transfer from a wire template.

You must create a wire template before you can review and initiate a recurring wire transfer. If needed,
review the steps for creating a wire template.

1.
2.

No ok~

11.
12.

13.

14.

Navigate to Wires.
Select Account to search for and select the account associated with the wire template you want
to initiate.
Select Templates.
Select a wire template from the list on the Templates tab.
Review the wire details to ensure they are correct, and edit details as needed.
Select Review and initiate. The Initiate wire screen appears.
From Frequency, select a reoccurring frequency for the wire transfer.
o Weekly
Every two weeks
Twice a month
Monthly
Every three months
Every six months
Annually
NOTE: For Frequency, there is a Once option. This option is for one-time wires. Do not use this
option for a recurring wire. When you select a Frequency other than Once, the Schedule, Ends,
and Save template fields appear.
For Schedule, select a date for the recurring wire transfers to begin. Wires with Monthly or Twice a
month frequencies can be set to initiate on the last processing day of the month by selecting the
Last processing day check box.
Select Confirm.

O O O O O O

. Select Ends, and then select an option.

o Never

o Endsondate
If you selected Ends on date, select a date, and then select Confirm.
If needed, select the Save template check box. CAUTION:When you select a Frequency other
than Once, you must select Save template to retain the template. Selecting Save template
creates a new recurring wire and retains the original template on the Templates tab. If you do not
save the wire as a template, the template becomes a recurring wire, and the wire no longer
displays on the Templates tab.
Select Initiate. For wire amounts of $2.00 or more, you must complete high-risk authentication by
confirming your password to initiate the wire transfer.
Enter your password.
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15. Select Confirm password. A success screen appears to confirm that the wire has been initiated,
and the process for transferring funds between financial institutions begins.

16. Select Done.

You are redirected to the Active tab of the Wires dashboard. The recurring wire appears as a single wire in
the list with an Active status. The upcoming scheduled date and reoccurring frequency display next to the

wire.

The reoccurring wire automatically changes from Active to Initiated to Processed to
Active on the reoccurring frequency. Once the reoccurring wire reaches its end date, its status changes to

Expired.

Editing a Wire or Wire Template

Using Wires, you can edit or delete a wire with a Ready or Active status from the Wire details screen.

You cannot edit or delete a wire once it has been initiated, and you cannot edit or delete wires on the

History tab.

1. Navigate to Wires.

2. Select Account to search for and select the account associated with the wire you want to edit or

delete.

3. Complete one of the following.

o Select a wire with a Ready or Active status on the Active tab.
o Select awire template on the Templates tab.
4. Select a situation and follow the corresponding steps.

Situation Steps
Editing a wire a. Onthe Wire details screen, select Edit.
b. Change the fields as needed.
c. Select Save. A success message appears.
d. Select < Back to return to the Wire details
screen.

Deleting a wire a. Onthe Wire details screen, select [l Delete. A
message appears asking you to confirm that you
want to delete the wire.

b. Select Delete. You are redirected to the Wires

dashboard, and a success message appears.
NOTE: If you delete a wire, it cannot be
recovered.
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ACH

Automated Clearing House (ACH) for Business allows end users to create, edit, and initiate batch ACH
transfers.

Using ACH, end users can:
e Create and edit batches, including prenotes and tax payments
e Review and initiate batches
e View ACH history

Depending on the number of payment entitlements that are turned on, ACH appears individually or as an
option in the Payments drop-down menu in the Banno navigation menu.

View and Search ACH Batches

On the Automated Clearing House (ACH) screen, end users can view, edit, initiate, and uninitiate ACH
batches. Depending on the ACH status, a batch appears in the Active or History list for an account.

e Active - Batches in a Ready, Initiated , or Pending approval status.

e History - Batches in a Processed status that have been sent to their recipients.

Uninitiated batches ready to be initiated have a status of Ready or Pending approval . Select one of these
batches to view the entered details, edit details (including recipients), or to initiate.

Status
Depending where a batch is in the transmit process, it has one of four statuses:
e Ready - The batch is created and ready to initiate sending funds to the recipient.
e |nitiated - The batch is sent and begins processing for the selected effective date.
e Processed - The batch is complete and recipients receive the transfer as of the effective date

listed.
e Pending approval - An end user initiated the batch. The batch is awaiting approval from another
end user.
Activity

Full information for ACH payments is available in the activity feed of each user. This feed includes details
for any created or edited ACH batches. You can filter activity by ACH for easier access to ACH events.

To find the activity feed, select the usericon in the bottom left and go to Business management > Activity.

ACH Batches

Each Automated Clearing House (ACH) batch has certain required fields that need to be filled in before
the batch is created.

ACH name

This field allows an end user to create a name for a batch.
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ACH company

This field brings the end user to a list of ACH companies to choose from. The information shown includes
the company name, company ID, SEC code, and requirements for batches created using the given ACH
company.

Entry description
This field allows the user to enter optional additional information about the batch.

Discretionary data

This field allows the end user to enter or edit discretionary data.

Recipients

This field allows the end user to enter one or more recipients for the batch. When more than 10 recipients
are added, recipients are listed in separate pages, ten at a time.

Creating ACH Batches

Manually create an Automated Clearing House (ACH) batch.

Select the Payments drop-down menu, and then select ACH.

On the ACH screen, select Create ACH.

Enter a Batch name, and then select a Company. New required fields appear.
Fillin the required fields.

Select Create batch.

aoprobd=

Editing ACH Batches

Edit uninitiated Automated Clearing House (ACH) batches to add or remove batch details.
1. Select the Payments drop-down menu and select ACH.
2. Under the Active tab on the ACH screen, select a batch.
3. Select Edit. NOTE: The Edit button only appears as an option for batches with the Ready status.
4. Enter new details, and then Save.

Deleting ACH Batches

Manually delete an Automated Clearing House (ACH) batch.
Select the Payments drop-down menu and select ACH.
Under the Active tab on the ACH screen, select a batch.
Select... Ellipses.

Select 0] Delete payment.
Select Delete.

ok b=

Uploading ACH batches
Import an Automated Clearing House (ACH) batch created by another application.
1. Select the Payments drop-down menu and select ACH.
2. Onthe ACH screen, select Upload ACH.NOTE: Only NACHA-formatted .txt and .ach files are
accepted.
3. Dragand drop your file and select Upload.

Adding ACH Recipients

End users must add one or more recipients to an Automated Clearing House (ACH) batch before initiation
can occur.
1. Select the Payments drop-down menu and select ACH.
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2. Choose a situation and follow the steps.

Situation Steps
Adding a recipient when creating an a. Onthe ACH screen, select Create
ACH batch ACH.
Adding a recipient to an active ACH 1. Onthe ACH screen, select an ACH
batch batch.
2. Select [x] recipient.
3. Select /Y.
3. Enterthe Batch name and select a Company. The remaining fields appear.
4. Select Add recipients.

5. Fillout the required fields. NOTE: Optional fields include the ability to add an ID number and
Addenda.
6. Select Save recipient.

Adding a Prenote

Prenotes are zero dollar test transactions. Use a prenote to validate a recipient's account information.
1. Select the Payments drop-down menu and select ACH.
On the ACH screen, select Create ACH.
Enter a Batch name, and then select a Company. New required fields appear.
Select Add recipients.
Fill out the required fields and select Prenote.
Select Save recipient. NOTE: All prenote batches are denoted with the prefix PNT- in the ACH list.

oA GDN

Creating Tax Payments
Create a tax-specific Automated Clearing House (ACH) batch to pay for state or federal taxes.
1. Select the Payments drop-down menu and select ACH.

2. Onthe ACH screen, select Pay taxes.
3. Fill out the required fields.
4. Select Create payment, and then Done.

Review and initiate ACH batches

Initiated batches have a status of Initiated. Selecting these batches shows the details of the initiated
batch. These batches can also be uninitiated at any time before the cutoff time on the selected effective
date, reverting the batch to a Ready status.

The Bulk actions button allows end users to select 10 or more batches at a time to initiate. Dates can
be set individually or for all selected batches, while offset accounts must be selected for each batch. End
users can bulk initiate tax payments, prenotes, and standard batches in Ready or Pending approval
status. NOTE: The Initiate button is unavailable if any selected batches cannot be initiated. This
occurrence can be due to an insufficient balance or a batch that has already been initiated.

Error Messages

Error messages can sometimes appear when initiating a batch. To ensure proper initiation, review the
limits set on your transactions:

e ACH Limit Exceeded - The batch exceeds the cash user limit and the NetTeller ID limit.
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e ACH Daily Credit Exposure Limit Exceeded - The batch exceeds the ACH company limit.

User Unable to Initiate ACH File

The platform has checks and balances built in to ensure user compliance with Midwest Bank
expectations and Nacha® regulations.

If an organization user has difficulties initiating their file, consider these issues:

e Company Header Validation Against the Core - The user's Nacha® file header does not match the
payment information about the ACH entity that your financial institution has on file. Either have
the Fl change the file on the core or have the user update the file themselves to resolve the issue.

e Transaction Information does not meet Requirements - The user tries to initiate a batch that
violates the transaction settings set by Midwest Bank.

Select Business from the main menu to access actions for commercial accounts such as approving ACH
payments and wire transfers.

ACH & Wires
Cash management users can review and approve ACH and wire transfers.

The features can be accessed from Business, where an end user can choose from the Cash manager,
Approve ACH, or Approve wire options.

Approving Wire Transfers

Use this task to understand the process for approving wire transfers.
1. Select Business > Approve wire.
2. Select the wire to approve.
3. Onthe Approve wire screen, enter the PIN, and select Approve.

< Approve wire

A test

Business checking
x4123

JH TEST INSTITUTION
5120.00

Yes
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